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T3. Resource Allocation in Wireless Physical Layer Security

Abstract:

Wireless physical layer security is an emerging security concept that achieves perfect secrecy data
transmission between the intended network nodes, while the malicious nodes obtain zero information.
It serves an alternative to cyber encryption, and attracts great attentions recently. Most of research for
physical layer security is from the information theory perspectives. However, less study is
investigated from the resource allocation point of view. This tutorial will take a comprehensive and
coordinated approach in presenting the ways of physical layer security enhancement with the use of
resource allocation tools (such as game theory). There are four main objectives of this tutorial. First,
we intend to provide a general introduction to physical-layer security from information, signal
processing, and radio resource allocation points of view. Second, we discuss how the source nodes
can improve the performance by jointly cooperate using collaborative beamforming and relaying
techniques. Third, we intend to present the use of game theory along with resource optimization for
security improvement, and topics such as non-cooperative game, auction game, coalition game etc.
will be provided. Finally, we summarize and categorize the working scenarios of unsecure networks,
including OFDMA based cellular networks, relay networks, and jammer aided networks, etc. Some
cross-layer issues by jointly considering signal processing and resource allocation will be also
provided.
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